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1	Decision/action requested
SA3 is asked to review draft-ietf-emu-rfc5448bis-07 and give comments how specification text could be split between that internet draft and T 33.501.
2	References
[1]	3GPP TS 33.501,"Security architecture and procedures for the 5G System (5GS)".
[2]	IETF RFC 5448, " Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".
[3]	IETF internet draft draft-ietf-emu-rfc5448bis-07, " Improved Extensible Authentication Protocol Method for 3GPP Mobile Network Authentication and Key Agreement (EAP-AKA')".
3	Rationale
Currently TS 33.501 [1] holds an Editor’s Note (since Rel-15) in clause 6.1.3.1 (Authentication procedure for EAP-AKA') which states: 
Editor’s Note: The reference to RFC 5448 will be superseded by the internet draft referred to in [67] when it becomes an RFC.
Reference [67] is Internet draft draft-ietf-emu-rfc5448bis: "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".
Furthermore, Annex F (3GPP 5G profile for EAP-AKA') has a note which states: 
NOTE: 	This annex (or a part of it) can be removed e.g. if RFC 5448 is updated in the IETF and a reference to the new RFC is added. Alternatively, some of the content may be moved to relevant 3GPP stage 3 specification.
We would like to inform SA3 about the progress of the internet draft-ietf-emu-rfc5448bis [3]. 
Draft-ietf-emu-rfc5448bis is progressing in the IETF and it has passed IESG review and it is on its way to become an RFC. The draft-ietf-emu-rfc5448bis will obsolete RFC 5448 [2].
The reason for updating RFC 5448 is to make it up to date when it comes to 5G. The main updates are:  
- It refers to correct 4G and 5G specifications and not only to 4G specifications (as RFC 5448 does).
- It describes the handling of 5G identities. I.e. it has essentially the same content that is today in Annex F of TS 33.501. 
We intend to bring draft-ietf-emu-rfc5448bis (when it becomes an RFC) to TS 33.501 in Rel-17 to replace the references to RFC 5448 with reference to the new RFC in Rel-17, Rel-16 and Rel-15, and at the same time Annex F or parts of it can be voided.
The intention is that this replacement would have NO impacts on Rel-15 and Rel-16 implementations, i.e. it would be backwards compatible with those.  
The latest 07 version can be found here (you can also find the current status there):
https://datatracker.ietf.org/doc/draft-ietf-emu-rfc5448bis/
Diff (i.e. comparison) between RFC 5448 and the new draft is at: 
http://arkko.com/ietf/eap/draft-ietf-emu-rfc5448bis-from-rfc5448.diff.html.   
4	Content of Annex F
Content of annex F is copied below from TS 33.501 v16.3.0, i.e. it includes the recent decision on SUPI format from June 2020 SA plenary.  
[bookmark: _Toc19634990][bookmark: _Toc26876058][bookmark: _Toc35528826][bookmark: _Toc35533587][bookmark: _Toc45028975][bookmark: _Toc45274640][bookmark: _Toc45275227]Annex F (normative):
3GPP 5G profile for EAP-AKA' 
[bookmark: _Toc19634991][bookmark: _Toc26876059][bookmark: _Toc35528827][bookmark: _Toc35533588][bookmark: _Toc45028976][bookmark: _Toc45274641][bookmark: _Toc45275228]F.1	Introduction 
The present annex describes the 3GPP 5G profile for EAP-AKA' described in RFC 5448 [12], and RFC 4187 [21]. 
NOTE: 	This annex (or a part of it) can be removed e.g. if RFC 5448 is updated in the IETF and a reference to the new RFC is added. Alternatively, some of the content may be moved to relevant 3GPP stage 3 specification.
[bookmark: _Toc19634992][bookmark: _Toc26876060][bookmark: _Toc35528828][bookmark: _Toc35533589][bookmark: _Toc45028977][bookmark: _Toc45274642][bookmark: _Toc45275229]F.2	Subscriber privacy
EAP-AKA' includes optional support for identity privacy mechanism that protects the privacy against passive eavesdropping. The mechanism is described in RFC 4187 [21] clause 4.1.1.2, and it uses pseudonyms that are delivered from the EAP server to the peer as part of an EAP-AKA exchange. The privacy mechanism described in [21] corresponds to the privacy provided by 5G-GUTI, however, assignment of 5G-GUTI is done outside the EAP framework in 5GS. 
TS 33.501 assumes that the SUCI is sent outside the EAP messages, however, the peer may still receive EAP-Request/Identity or EAP-Request/AKA-Identity messages. Table F.2-1 specifies how the 5G UE shall behave when receiving such requests. 
Table F.2-1: 5G UE behaviour when receiving EAP identity requests 
	REQUEST
	5G UE RESPONSE

	EAP-Request/Identity
	EAP-Response/Identity SUCI1) 

	EAP-Request/AKA-Identity 
AT_PERMANENT_REQ
	EAP-Response/AKA-Client-Error with the error code "unable to process packet" 2)

	EAP-Request/AKA-Identity 
AT_FULLAUTH_REQ
	EAP-Response/AKA-Identity 
AT_IDENTITY=SUCI 3)

	EAP-Request/AKA-Identity 
AT_ANY_ID_REQ
	EAP-Response/AKA-Identity 
AT_IDENTITY=fast re-auth identity OR 
AT_IDENTITY=SUCI 4)



1) 	RFC 3748 [27] allows the peer to respond with abbreviated Identity Response where the peer-name portion of the NAI has been omitted. The 5G UE responds with SUCI in the same format as sent in the Registration Request, where the peer name has been encrypted. 
2) 	RFC 4187 [21] allows the peer to respond with a pseudonym (cf. 5G-GUTI) or the permanent identity (i.e. SUPI). The 5G UE follows the "conservative" policy that has been described in RFC 4187 [21] clause 4.1.6 (Attacks against Identity Privacy) for the pseudonym based privacy, i.e. the peer shall not reveal its permanent identity. Instead, the peer shall send the EAP-Response/AKA-Client-Error packet with the error code "unable to process packet", and the authentication exchange terminates. The peer assumes that the EAP-Request/AKA-Identity originates from an attacker that impersonates the network, and for this reason refuses to send the cleartext SUPI.
3) 	RFC 4187 [21] allows the peer to respond with a pseudonym (cf. 5G-GUTI) or the permanent identity (i.e. SUPI). The 5G UE responds with SUCI. 
4) 	RFC 4187 [21] allows the peer to respond with a fast re-authentication identity, pseudonym (cf. 5G-GUTI) or the permanent identity (i.e. SUPI). If the 5G UE supports fast re-authentication, it responds with the fast re-authentication identity, and if the 5G UE does not support fast re-authentication, it responds with SUCI. 
[bookmark: _Toc19634993][bookmark: _Toc26876061][bookmark: _Toc35528829][bookmark: _Toc35533590][bookmark: _Toc45028978][bookmark: _Toc45274643][bookmark: _Toc45275230]F.3	Subscriber identity and key derivation 
EAP-AKA' uses the subscriber identity (Identity) as an input to the key derivation when the key derivation function has value 1 ( i.e. MK = PRF'(IK'|CK',"EAP-AKA'"|Identity)). RFC 4187 [21] clause 7 describes that the Identity is taken from the EAP-Response/Identity or EAP-Response/AKA-Identity AT_IDENTITY attribute sent by the peer. This principle is not applied to the 5GS. 
If the AT_KDF_INPUT parameter contains the prefix "5G:", the AT_KDF parameter has the value 1 and the authentication is not related to fast re-authentication, then the UE shall set as the Identity for key derivation. When the SUPI Type is IMSI, the Identity shall be set to IMSI as defined in clause 2.2 of TS 23.003 [19]. When the SUPI type is network specific identifier, the Identity shall be set to Network Access Identifier (NAI) as defined in clause 28.7.2 of TS 23.003 [19]. When the SUPI type is GLI, the Identity shall be set to GLI taking format of NAI as defined in clause 28.15.2 of TS 23.003 [19]. When the SUPI type is GCI, the Identity shall be set to GLI taking format of NAI as defined in clause 28.16.2 of TS 23.003 [19]. This principle applies to all full EAP-AKA' authentications, even if the UE sent SUCI in NAS protocol or if the UE sent SUCI in the respose to the EAP identity requests as described in Table F.2-1 or if no identity was sent because the network performed re-authentication. The only exception is fast re-authentication when the UE follows the key derivation as described in RFC 5448 [12] for fast re-authentication.
NOTE 1:	The fast re-authentication is not supported in 5GS. 
NOTE 2: 	The prefix "5G:" is part of serving network name as specified in clause 6.1.1.4.
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5	Analysis
Content of draft-ietf-emu-rfc5448bis which is overlapping with Annex F is found in clause 5.3 “Identifier Usage in 5G” in draft-ietf-emu-rfc5448bis in the following way: 
Clause 5.3.1 “Key Derivation” corresponds to Annex F.3 “Subscriber identity and key derivation”, and Clause 5.3.2. “EAP Identity Response and EAP-AKA' AT_IDENTITY Attribute” corresponds to Annex F.2 “Subscriber privacy”. 
5.1	Discussion on subscriber identity and key derivation
Observation 1: Clause 5.3.1 of draft-ietf-emu-rfc5448bis includes in practice the same rule as Annex F.3 of when SUPI is to be used for key derivation. However, Annex F.3 includes more detailed information about different SUPI types and format of the SUPI (which were recently decided in SA plenary). 
Proposal 1: Our intention is that the functionality of the protocol is as defined in 3GPP, but it needs to be decided how that is recorded between the 3GPP specification and draft-ietf-emu-rfc5448bis. We invite companies to give views how this split can be done. One possibility is to move the content of Annex F.3 to draft-ietf-emu-rfc5448bis and to refer to it from TS 33.501. Our aim is that CRs on this could be agreed in the next SA3 meeting. 
Observation 2: In addition, Annex F.3 includes a Note: “The fast re-authentication is not supported in 5GS”. It seems strange that such a statement is a note and not normative text. 
Proposal 2: It should be decided whether fast re-authentication is supported or not in 5GS.  We invite companies to give views on this. The text should be clarified accordingly, and CRs on this could be agreed in the next SA3 meeting.
5.2	Discussion on subscriber privacy
Observation 3: Clause 5.3.2 of draft-ietf-emu-rfc5448bis includes in practice the same rule as Annex F.2 of which identities the UE will use in different situations in order to preserve subscriber privacy. 
Proposal 3: Our intention is that the functionality of the protocol is as defined in 3GPP, but it needs to be decided how that is recorded between the 3GPP specification and draft-ietf-emu-rfc5448bis. We invite companies to give views how this split can be done. One possibility is to move the content of Annex F.2 to draft-ietf-emu-rfc5448bis and to refer to it from TS 33.501. Our aim is that CRs on this could be agreed in the next SA3 meeting. 

6	Detailed proposal
We invite SA3 companies to review the draft and give comments as it is still possible to impact it and make some changes, if needed. 
We invite companies to give views on the proposals above so that any needed changes could be done to draft-ietf-emu-rfc5448bis and needed CRs could be agreed in the next SA3 meeting. 


